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Cloud collaboration

Elements of good cyber security. ) wovt gvice
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24/7 Support

No one — and nothing — can solve every cyber security
problem alone. Good cyber security is a team sport where
people, organizations and technologies work together as one. Detect Guided Expert Response

WithSecure™ Elements gives you that by combining core @ D :En'it:sTthgr:t?; :unter'ncident
V | |
security capabilities into one cloud-native platform — deliv-
d with i . i ted i d flexibl Cloud _ Detection
ered with expert services, trusted partners and flexible Collaboration o Dedicated Technical Service

subscription options. Protection REEIIED Manager

Simplify your security, elevate your security posture and IEj g
get complete coverage for your security value chain across
endpoints and business-critical cloud applications. No silos
or overlaps.

Endpoint Vulnerability
Protection Management
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Misconfigurations Malware Abnormal program
Open ports Ransomware behavior
Default passwords Fileless malware Process anomalies

Malicious websites Zeroday attacks Malicious inbox rules
Malicious hardware Phishing Breached account
Unpatched software Abnormal activities credentials




vV /

Customize, scale, and adapt.

You can customize your security palette with pick and
choose modules.

More elements means more results and a stronger security
posture, but you can optimize your set-up for your situation

and introduce new security capabilities gradually.

No-strings-attached subscription plans make it easy for you
to adapt as you go.

Try for free

Services

iy

Elevate tough
cases to
our experts
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Annual Monthly
license subscription

Pricing models
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Find and see everything in one place. In real time.

Cyber security can’t live in a silo. Silos of fragmented toolsets
leave loopholes that are easy to exploit with increasingly auto-
mated attack methods. Complex cyber security toolsets wreak
havoc with productivity. Inefficiency leaves room for human
errors, slows down response times, and halts core activities,
putting your business continuity at risk.

Situational awareness

WithSecure™ Elements unifies security capabilities to work
together as one. The fusion of vulnerability managemeg§nt and
detection and response capabilities gives you a confident real-
time picture of your security posture, including your full attack
surface, where your risks are, and what is actually happening.
The dynamic platform collects, correlates and intelligently
processes huge amounts of data to produce actionable infor-
mation. You understand the severity of your risks, so you can
prioritize remediation accordingly. No guesswork.

Enterprise-wide visibility

You get enterprise-wide visibility across endpoints, cloud
applications and shadow IT. You can see the big picture of your
security posture as it evolves in real-time, zoom in on details,
and understand critical dependencies with confidence.

W/ Elements™

Company status

Endpoint Protection

Computers and servers
1 active, 3 offline

Protection status Software updates
PROTECTION

® Up-to-date

® Critical
Important

® Disabled

Vulnerability Management

Overall status Scan activity

. Assets
Total

1272
Running vulnerability
scans

Mobile devices
3 active

® Protected

@ Critical
Important

® |nformative

See more details >

Reports with high severity
findings

1

Upcoming system scans

40

Endpoint Detection and Response

Open detections by risk Overview

Devices

4

Total detection
2

Total events

45.3k

Detections

2

Usage - for last 30 days

e Active computers e Active mailboxes e Active mobiles

Software

13

Potentially unwanted
software

0

Harmful software

0

See more details »

Scanned assets
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Real-time threat intelligence

WithSecure™ Security Cloud is the cornerstone of our security capabilities.

The cloud-based threat analysis and detection service gathers real-time threat
intelligence from tens of millions of security sensors across the globe, analyzes
it in the cloud and applies it almost instantly. Security Cloud’s threat intelligence
evolves constantly, and our top analysts fine-tune detection logic relentlessly to
keep you on top of the threat landscape.

WithSecure™ Elements
Vulnerability Management

allows you to minimize your attack surface
and risk by identifying your organization’s
assets, and pinpointing exactly where they
are vulnerable and where the most critical
loopholes are.

WithSecure™ Elements
Endpoint Protection

Is the core element you can count on —and
forget. It arms you with a powerful combina-
tion of global threat intelligence, behavioral
analysis and reputational threat analysis to
ward off the most sophisticated ransomware,
malware, and zeroday threats.

WithSecure™ Elements
Collaboration Protection

fortifies the cloud collaboration platform’s
built-in security measures with a powerful
security layer to ward off malicious content
and phishing attacks, and to detect account

compromises and inbox rule manipulations.

WithSecure™ Elements End-
point Detection and Response

gives you the accuracy and speed to detect
and respond to advanced threats instead of
struggling with alert fatigue and data flood. It
empowers you to hunt threats efficiently with
Instinctive detection capabilities and versatile
response actions. You will spot even the most
sophisticated behavioral anomalies.
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Prevent data breaches with solid defenses.

The most cost-effective way to reduce cyber risk is to combine predictive and preventive cyber

security capabilities.
Know your attack surface and risks

With integrated end-to-end vulnerability management, you get
a confident real-time picture of your security posture, includ-
ing your full attack surface and where your risks are. You get
actionable information to understand the severity of your risks
and can prioritize remediation accordingly.

Fend off ransomware and malware

Protect your devices against known and zeroday malware
and ransomware. Multi-engine anti-malware leverages Al,
real-time threat intelligence, and reputational and behavior-
al analytics to ward off even the most sophisticated threats
autonomously.

Protect a plethora of devices and
applications

Effective vulnerability management and collaboration protec-
tion ensures no weak spots can be exploited to get in, and

endpoint protection with automated patch management keeps
your guard up proactively.

You can safeguard your computers, mobile devices and
servers with a single platform. WithSecure™ Elements covers
all your Windows, Mac, Linux, iOS, and Android devices.

Cloud collaboration applications critical for hybrid work are
proactively protected against malicious content. Advanced
email security functionalities block phishing and detect mali-
cious forwarding rules and credential breaches.

Secure your hybrid workforce

Today’s cyber security needs to collect, correlate, analyze and
make use of information from geographically dispersed users
and assets.

WithSecure™ Elements protects your devices beyond your
company network. Cloud-based technologies are packed into
a single agent, allowing you to perform vulnerability scans,
apply software patches, and respond to attacks remotely.



Computers
Windows, Mac, Linux

E

Email
Microsoft Outlook

U

Mobiles
10S, Android
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Cloud collaboration apps
Microsoft Teams, Share-
Point, OneDrive
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Server
Windows, Linux

Networks
Vulnerability scans
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Unified data is analyzed
with global threat
intelligence

One Security Center

Where you find clarity and
can manage your security
efficiently
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Stop advanced attacks with intelligent detection and

response.
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Layering security capabilities is key to minimizing risk, avoiding disruptions and maintaining

security posture.

Understand what actually happened and
act based on the data

The sooner you catch the attack the better — but that’s easier
said than done. Real attacks are easy to miss amidst alert

noise — even with the heaviest security management solutions.

WithSecure™ Elements Endpoint Detection and Response
looks for the needle in the haystack so you don’t have to. It
gives you a contextual big picture understanding of what is
going on in your environment, and pinpoints any anomalous
behavior.

You can cut down analysis time with high fidelity detections,
delivered with the most advanced machine learning algo-
rithms. No alert noise to distract you. Clear, simplified visual-
izations help you quickly connect the dots. You understand
how different events are linked together on a timeline.

Integrated vulnerability data and behavioral analysis arms you
with true situational awareness of the risks you face.

* Ponemon Institute. 2021. Cost of a Data Breach Report 2021.

Take back control with swift response

You can cut attack dwell time —and minimize damages — with
fast containment.

You can investigate, contain and remediate threats as the situ-
ation at hand requires with a comprehensive set of response
actions. If you are already compromised, you can stop the
attacker from establishing a stronger foothold and restore
affected devices with remedial response actions.

Automated response ensures your critical assets are safe
24/7. Optionally, you can offload security management to our
trusted partners whenever you wish.

287 ooy

Average time to identify and contain a
data breach in 2021.*

WithSecure™ Elevate

Sometimes the situation can be too
tricky to handle on your own. When that

happens, you are never alone. You get
elite threat hunter investigation and
response guidance — normally reserved
for the most demanding enterprises — as
a 24/7 pay-as-you-go service.




Unified data across
technology modules

Actionable information

powered
life attac

Al and real
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Simplify your cyber security management.

In a world where complexity is the new normal, cyber security should be simple.

Boost operational efficiency Customize as you like

WithSecure™ Elements unifies core security capabilities into Our modular structure allows you to build the suite that fits you L‘j mgg:ﬁgg-(:hoose

one cloud-native platform. Instead of fragmented domains best, while modifying it on the go. Deployment is quick from ©o

you get a single agent and a single security center, with all the cloud. Highly customizable settings allow you to manage

your data in a single system. You can say goodbye to data solutions according to your security policies.

silos and manage your full security value chain efficiently — Pay-as-you-go

without overlaps. Our pioneering flexible subscription options let you ramp up or - E \ subscriptions
down on the go without hassle. You pay for what you really use

Management from the cloud means you don’t need any addi- and need. Nothing more.

tional hardware or software. Your solutions are always up-to-

date automatically, and you can manage them from anywhere,  Integrate effortlessly _

anytime. All you need is a browser. | . . O !;‘Om ::f;:anl}gnance
You can connect WithSecure™ Elements security data with your

The solution is extremely non-disruptive, allowing your hybrid preferred third-party security tools such as security manage-

workforce to operate at full speed. ment (SIEM), storage, monitoring, or reporting systems.

Onboard intelligent automation

Free the minds of your key people. Highly automated tech-
nologies take care of most of the workload for you proactively.
Efficient workflows, built-in guidance, and risk-based prioritiza-
tion help you focus on the most important tasks at hand.
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Conquer talent shortage with co-security.

Our partners are never alone

Cyber security is a team effort. When working together as a
team, everyone brings what they’ve got to the table. We know
that cyber security skill is rare these days. It’s hard to find,
hard to obtain, and hard to retain. We provide the innovations
that simplify your life and lighten the load with automation and
cloud-based effortlessness.

Offload security management tasks and
amplify your focus

The power of good cyber security is increased exponentially
through our partner ecosystem, where the value of knowledge
only increases when it’s shared. You can offload most of your
security management tasks to our trusted partners, stretching
your team to cover any skills gaps and missing pairs of hands.

At the same time, we support our partners on their cyber
security journey, enhancing their skills and competencies, and
share the latest insights with them - so they can apply and
transfer that knowledge to you.

When we say we’ve got your back, we mean it. Our elite threat
hunting and incident response teams will be there when you
need them the most.




"Once the implemen-
tation was complete,
we immediately saw
the benefits... It’s
now very easy for
us to get real-time
reports of perfor-
mance and threat
data from any of our
locations.”

— Mark Hawkins, Global
Humanitarian Technologies
Manager, Save the Children

“This level of visibility
is a huge advantage,
especially when a
large proportion
of the workforce
Is connecting via
private networks in
home offices.”

— Anders Lavhgiden, Regional
Security Officer, Azets
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“We chose

WithSecure™’s
solutions over a SIEM
solution because its
Machine Learning
based application
behavior detection
system drastically
reduced the amount
of false alarms and
presented the alerts
in a way that made

— Jeovane Monteiro Guimaraes,
IT Supervisor, Moveis Itatiaia

“WithSecure™

Elements Endpoint
Detection and

' Response has been

designed to be as
convenient and easy
to use as possible.”

_Harri Ahokas, ITand
Security Manager, Teosto
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Proven to protect.

No one should experience a serious loss because of MITRE | ATT&CK'

a cyber attack
Industry-leading advanced

We keep on stepping up our game to make sure your protection doesn’t just detection capabilities
keep up with but stays ahead of emerging threats.

Good partnership equals transparency AV
ompaives

Certified
EPR 2021
Strategic Leader

We participate in independent evaluations to openly demonstrate our solutions’

performance under the most pressing circumstances — and achieve consistent
results year after year. Chosen as a ’'Strategic Leader’

with superior cost-efficiency

Get your free 30 day trial ,

The most consistent performance
In AV-TEST ‘Best Protection’
awards
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Who We Are

WithSecure™ is cyber security’s reliable partner. IT service providers,
MSSPs and businesses - along with the largest financial institutions,
manufacturers, and thousands of the world’s most advanced
communications and technology providers - trust us for outcome-
based cyber security that protects and enables their operations. Our
Al-driven protection secures endpoints and cloud collaboration, and our
intelligent detection and response is powered by experts who identify
business risks by proactively hunting for threats and confronting live
attacks. Our consultants partner with enterprises and tech challengers
to build resilience through evidence-based security advice. With more
than 30 years of experience in building technology that meets business
objectives, we've built our portfolio to grow with our partners through
flexible commercial models.

WithSecure™ is part of F-Secure Corporation, founded in 1988, and
listed on the NASDAQ OMX Helsinki Ltd.
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